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Information Governance and Security Policy
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1. Introduction

1.1 Purpose

The purpose of this policy is to establish guidelines and procedures for the use, management
and security of the Australian Haemochromatosis Registry (AHR). Since the Australian
Haemochromatosis Registry is built and stored on the Hunter Medical Research Institute’s
(HMRI) REDCap application this policy should be read in conjunction with ‘REDCap at HMRI: An
Information and Governance Policy for the Hunter Medical Research Institute REDCap System’.

1.2 Scope

This policy applies to all personnel who access, use or manage data held in the Australian
Haemochromatosis Registry stored on HMRI’s REDCap platform, including approved
researchers and the AHR Manager.

1.3  Audience

In addition to those mentioned in 1.2 Scope, the policy is also intended for HMRI REDCap
administrators and IT personnel responsible for implementing and enforcing REDCap
information security measures.

1.4 Approved personnel

The Australian Haemochromatosis Registry (AHR) Management Team

AHR Role Contact Team/Title

Evaluation of researcher patientregistry@ha.org.au AHR Research Approval
requests and authorization for Committee

data access

Management and patientregistry@ha.org.au AHR Manager and authorised
administration of NHPR alternate

The Hunter Medical Research Institute (HMRI) REDCap Administrator Team

REDCap Role Contact Team/Title

Management and adminredcap@hmri.org.au REDCap Administrator, Senior

administration of HMRI REDCap Data Manager, and alternate
within HMRI Data Sciences

Server management and servicedesk@hmri.org.au HMRI IT Services

technical support
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2. Registry Information Security Governance

2.1 REDCap overview

REDCap (Research Electronic Data Capture) is a purpose-built software application for the
conduct and management of medical research surveys and case report forms for clinical trials.
This application was developed by Vanderbilt University, with collaboration from a consortium
of institutional partners (https://www.project-redcap.org). REDCap has been widely
disseminated for local use at more than 3,600 institutes in 131 countries. Close to 1 million
people use REDCap worldwide. Vanderbilt University licence REDCap to institutions for free,
although each institution is bound by its terms of use. REDCap is a secure web-based electronic
data capture platform designed to facilitate data collection, management and analysis for
research studies. REDCap provides a user-friendly interface for creating and customizing forms
and surveys, collecting data and generating reports. It enables researchers to engage potential
respondents using a variety of notification methods.

2.2 Australian Haemochromatosis Registry Security

2.2.1 REDCap Security Features

REDCap is known as a secure and ethically compliant database system. HMRI’s REDCap
application is hosted on secure Australian-based servers https://redcap.hmri.org.au

which are both physically and virtually secured. AHR data is stored in Australia on a user-based
password protected server, with disaster recovery servers and backups in Cloud and at
University of Newcastle. The HMRI data centre offers cold disaster recovery. HMRI backs up
the REDCap server to disk daily and backups are stored both onsite and offsite, to enable a
restore from major problems such as a database or server corruption. This backup and restore
function is tested at least annually.

The REDCap application provides role-based access with authentication details encrypted in
transit and storage. All communication between clients and the servers utilise HTTPS via Secure
Socket Layer encryption (SSL HTTPS 256 bit secure channel). REDCap provides a complete audit
trail. The logging feature within REDCap lists all changes made to a project, including new
records, data exports, data changes, and the creation or deletion of users. Logging tracks the
date, time and the user responsible for these changes.

2.2.2 Multi-factorial User Authentication and Authorization

REDCap provides granular access controls and user permissions, allowing the AHR manager to
define individual roles and permissions based on user responsibilities and data access
requirements, restricting their access to individual forms, data exports and/or reports.

REDCap employs secure user authentication mechanisms, such as username/password
authentication and multi-factor authentication, to ensure authorised access to the platform for
all users.
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To maintain, support and test systems, users with Administrator access in REDCap have the
capacity to access all data housed within their instance of REDCap. Within HMRI, Administrator
access is limited to authorised HMRI staff with either a specialised IT or database management
skill set. Only HMRI REDCap Administrators can create new users. HMRI IT and HMRI REDCap
Administrator staff understand the importance of and maintain confidentiality of all data
housed within the HMRI REDCap instances.

Access to the Australian Haemochromatosis Register will be limited to the AHR Manager,
approved researchers and their nominated research teams, and HMRI authorised support staff.
AHR will submit requests for new HMRI REDCap user accounts for approved researchers to the
HMRI REDCap Administrator. Approved researchers will be provided with an HMRI REDCap user
account, with the AHR Manager as their HMRI REDCap sponsor. User authentication for logging
into REDCap requires a Username/Password combination and 2-factor authentication for all
users.

In the Australian Haemochromatosis Registry, authorised researchers with designated project
permissions can export a complete copy of the research project (de-identified metadata and
data) and store this backup as per approved ethical protocol. For multi-site projects, REDCap’s
Data Access Groups (DAGs) will be utilised, to restrict access to a site’s participant data to only
appropriate staff within that site.

2.2.3 Audit Trail and Logging

Within each project, REDCap maintains comprehensive audit trails and logs of user activities,
enabling the tracking and monitoring of project-specific data access, modifications, and system
events. All database edits and data entries completed by each user (including REDCap
Administrators) are logged in the project’s audit trail. REDCap supports flagging of identifiable
data. This minimises the risk of the inadvertent release of sensitive data and supports the
censoring of identifiable data.

3. Registry Information Security Audit

3.1 Purpose of the Audit

Regular information security audits conducted by an external auditor will assess the
effectiveness of HMRI’s IT (as related to REDCap) security controls, identify vulnerabilities, and
ensure compliance with relevant policies, regulations, and standards.

3.2 The Audit Process: Site Visit and Meetings

The Auditor will be required to visit HMRI, the host organisation and meet with relevant
personnel including HMRI IT administrators to discuss security controls, procedures, and any
identified security gaps. The Auditor is required to determine if data stored within HMRI
REDCap is appropriately secure, advise of any remedial activities considered necessary to
protect data security and report on these findings to HMRI.
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3.3 Reporting and Recommendations

The Auditor is required to provide to the relevant HMRI personnel a report that is accurate,
readable and concise on the assessment, findings and remediation recommendations (if any)
for the registry. The report will include any supplementary activities done during the audit such
as penetration testing reports and will provide detailed recommendations for addressing
identified vulnerabilities and improving the overall security posture of HMRI REDCap. HMRI IT
administrators are responsible for developing a response to the audit findings (if appropriate)
including a timeline, mitigation activities and any residual risks, and communicating a summary
of the findings and actions to the AHR Manager. The AHR Manager is required to provide this
summarised report to the Department of Health and Aged Care (DOHAC).

3.4 Remediation Recommendations

The HMRI IT administrators will establish a process to address and remediate the identified
vulnerabilities and areas of non-compliance within a defined timeframe, prioritising based on
risk levels.

3.5 Audit Frequency

An external IT Security Audit (as related to the HMRI REDCap installation and related
infrastructure described in this clause 3) will be undertaken before ‘go live’ of the Australian
Haemochromatosis Registry and then every two years until the system ceases operation.

3.6 Tasks to be Undertaken during the Audit

Review the operations of the Risk Management, IT Security and Privacy and any other relevant
policies in place, e.g. that appropriate and responsible staff are appointed to these operational
roles matters.

3.6.1 Review of Online Components of HMRI REDCap

Review the architecture and technology of the online components used to
manage/store/respond to information held in the AHR, including the REDCap application,
infrastructure, and network architecture, to identify potential vulnerabilities and security
weaknesses.

3.6.2 Review of Technical Infrastructure supporting the AHR
Review the technical infrastructure supporting the AHR, including
e REDCap servers, databases, and network devices, to ensure they meet security
standards and best practices;
e appropriate web platforms and firewalls and protocols for monitoring firewalls are in
place;
e patches are applied in a timely fashion and comply with business requirements;
e log on access is via secure systems; and
e any wireless access is secure.
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3.6.3 Review of AHR Information Security Policies and Procedures

Review information security policies and procedures related to the AHR ensuring alignment
with industry standards and regulatory requirements. e.g. backups are appropriately made and
stored; data destruction procedures are appropriate and in place.

3.7 HMRI Authority and Residual Risk Assessment

After the audit, the AHR Manager will formally decide on system security risks (accept, treat,
reject) and monitor and report significant changes in risk posture for the AHR to the
Department of Health and Aged Care (DOHAC). The AHR Manager will also provide DOHAC with
a summary of HMRI’s self-assessment against NIST guidelines as part of the audit. The AHR
Manager will provide the Department of Health and Aged Care (DOHAC) with access to
compliance, vulnerability, audit and risk documentation as specified above to enable DOHAC to
monitor and manage the performance of the AHR in relation to the security upon request.
Relevant HMRI personnel (eg REDCap Administrator, IT personnel responsible for governance
and information security) will have the authority to implement necessary changes and monitor
residual risks. The Department of Health and Aged Care is the authority to determine if the
residual risk presented is unacceptable for the AHR to be hosted on the HMRI REDCap instance.

4. Security Incident Reporting

4.1 Incident Detection and Reporting

HMRI’s IT department will be responsible for notifying AHR Manager of suspected HMRI
REDCap-related security incidents and coordinating incident response efforts. Conversely, all
persons using the AHR are responsible for promptly reporting any actual or suspected HMRI
REDCap-related security incidents or breaches to HMRI’s IT department upon becoming aware
of an incident. Security incidents which occur external to HMRI REDCap (e.g. after data has
been exported) will be handled by the AHR Manager.

4.2  Severity Levels and Escalation

Security incidents will be classified by HMRI IT into severity levels based on the impact and
potential harm caused, with corresponding escalation procedures and response actions
defined.

4.3 Department Notification and Override

The AHR Manager will report security incidents immediately to the Department of Health and
Aged Care (DOHAC) for visibility and awareness, so that DOHAC can assist with consequence
management activities if needed.
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5. Compliance and Monitoring

5.1 Access to Documentation

Personnel using the AHR will have access to relevant documentation, including this policy,
security guidelines, and other related documents to ensure compliance with the established
governance framework.

5.2 Compliance with National Institute of Standards and Technology (NIST)

standards and guidelines - Self-Assessment

HMRI IT Department will conduct self-assessments against the National Institute of Standards
and Technology (NIST) guidelines to evaluate REDCap's security controls and identify areas for
improvement.

6. Registry Data Management and Security

6.1 Data Collection, Transfer and Deletion

Data collection and management of data held in the Australian Haemochromatosis Registry will
comply with the Australian Charities and Not for Profits Commission’s (ACNC)
recommendations (https://www.acnc.gov.au/tools/guides/managing-peoples-information-and-
data accessed 020324). The Australian Haemochromatosis Registry will only collect an
individual’s data and information by lawful and fair means. The AHR will be clear about the
purpose for collecting particular information as outlined in the Patient Information and Consent
Forms (attached) for the specific purpose of enabling research into haemochromatosis.

If consent is provided, the types of information that could be linked to an individual’s AHR
record include:

J information collected in national health, nutrition and physical activity surveys
J visits to a medical practitioner (based on Medicare claims information),
J prescription medicines dispensed by a pharmacy (based on Pharmaceutical Benefits

Scheme claims),

o other socio-economic information that affects the individual’s health, such as education,
employment and lifestyle.

Individuals who choose to join the AHR will have the opportunity to update their information
securely via an online form at any time or in response to annual requests.
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Individuals who choose to withdraw their consent to participate in the AHR will have the
opportunity to request to have their data removed securely from the AHR at any time.

Such requests can be made via an online form. Upon receipt of a request to withdraw, all data
collected from that individual is deleted from the AHR, except for the Consent and Withdrawal
forms. No contact details are kept in the registry.

Data collected from individuals (unless withdrawn) will be held in the registry until the registry
ceases operation. All data will be destroyed on closure of the registry.

All researchers applying for access to de-identified AHR data must have ethics approval from
the respective HREC prior to review by the AHR Research Approval Committee (AHRRAC).
Researchers will only have access to a download of specific de-identified or aggregated data
relevant to their approved research project.

6.2 Data Management, Quality and Security

6.2.1 Data Management
All registrations will be assigned a number and personally identifiable data such as name and
contact details will be segregated from the individual’s de-identified health data.

REDCap provides secure mechanisms for data entry, including web-based data entry forms,
direct data uploads and integrations with external data sources. (Refer to 2.3 for more details).
The Australian Haemochromatosis Registry is designed to collect data through each of these
mechanisms. REDCap can administer anonymous surveys using either a public URL or individual
URLs emailed to a designated participant list. Unique URLs sent to each individual in a
participant list has many benefits, including ensuring the same participant does not complete
the survey multiple times; allowing save-and-return-later without the participant losing any
completed answers; and automatic reminder emails for partially completed or non-responders.

Neither researchers nor REDCap Administrators can identify which record belongs to which
respondent. Researchers that have Survey Distribution Tools privileges (and REDCap
Administrators) will have the complete list of email addresses to whom the survey was sent,
and REDCap indicates which respondents have fully or partially responded to facilitate reminder
emails.

REDCap enables efficient organisation and storage of research data, including structured and
unstructured data, supporting various data types. It also supports integrations with external
systems, allowing data exchange and interoperability with other research tools and databases.
This will enable data linkages between the Australian Haemochromatosis Registry and external
data from Medicare, Services Australia and other external agencies. Criteria for any future data
transfer from these sources is to be determined and included in this Information Governance
and Security Policy before commencement of data linkage activity.
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Real-time built-in data validation rules (with automated data type and verification checks)
within REDCap improves data quality. REDCap also provides easy data monitoring with audit
trails, data history and data resolution workflows. REDCap’s reporting and exporting capabilities
enable users to generate customised reports, charts and data exports for further analysis.
Sensitive data stored in REDCap is encrypted at rest and during transit, employing industry-
standard encryption algorithms and protocols.

6.2.2 Data Quality Assurance and Integrity

Procedures and controls to ensure AHR data quality, include REDCap training videos, regular
data validation checks, error correction mechanisms, and data cleaning processes.

Technical and procedural measures in place to protect AHR data integrity, include HMRI
REDCap access controls, version controls/logging, and regular backup procedures.

6.2.3 AHR Data Security Protocols

Data stored and processed within the AHR is subject to HMRI REDCap security protocols,
including access controls, encryption, and monitoring, to protect against unauthorized access,
disclosure, or alteration.

6.2.4 AHR Data Addition and Access Controls

Procedures and controls to manage AHR data addition, modification, and access rights, ensure
that only authorized individuals can make changes or access sensitive data. Access permissions
ensure that modification of data records within the REDCap database can only be made by the Registry
Manager. Instances in which records may need to be modified include: upon confirmation of genotype
status; upon a request from a participant to correct data entry errors in their original survey. The
Registry Manager will maintain a log of all modifications to data records and present this quarterly to
the AHRRAC, responsible for overseeing governance of the AHR

7. Conclusion

These AHR Information and Governance Policy outlines the guidelines and procedures for the
secure and responsible use of the Australian Haemochromatosis Registry. It is essential that all
persons interacting with the registry adhere to this policy and related procedures to maintain
the confidentiality, integrity, and availability of data stored and processed within the AHR.

Glossary
AHR means the Australian Haemochromatosis Registry Haemochromatosis Australia | Inherited Iron Overload
Disorder
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Auditor means the person appointed by HMRI IT to carry out the role described in clause 3.

DAGS means Redcap’s Data Access Groups — nominated within the Redcap application to restrict access to
participant data.

DOHAC means the Department of Health and Aged Care Australian Government Department of Health and Aged
Care

HMRI means Hunter Medical Research Institute Home - HMRI

NIST means National Institute of Standards and Technology Cybersecurity Framework | NIST

REDCap has the meaning ascribed in 2.1. Software — REDCap

REDCap Administrator — HMRI employees with designated administrator access consistent with HMRI policies and
procedures.

Appendices

Appendix 1. Data Collection and verification process

Appendix 2. Participant withdrawal and data removal process

Appendix 3 Approval and transfer of de-identified data for approved research projects
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Appendix 2. Participant withdrawal and data removal process
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Appendix 3. Process for approval and transfer of de-identified data for approved research
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